
Three questions every group and investment leader should be able to answer

If ransomware struck one
subsidiary tonight, could it
reach the rest of the group?
Separate admin tiers, MFA on every
remote route, controlled directory
trusts and a group SOC decide
whether an attack stays in one
company or stops many.

Do we know whether a
company we are buying is
already compromised?
Pre-signing diligence, a compromise
assessment before closing, cyber
warranties and Day-1 monitoring
decide whether an inherited intruder
is found early or after the price is
paid.

Could a convincing call from
our chairman or CFO move
money today?
Call-backs to known numbers, two-
person approval for new payees and
rehearsed deepfake scenarios
decide whether an impersonation
becomes a loss or a logged attempt.

£1.9 bn
UK impact of the JLR

attack (CMC estimate)

US$350 m
Yahoo price cut after

breaches

₹22 crore
Average breach cost in

India (IBM, 2025)

6 hours
Incident reporting to

CERT-In

Built for every layer of the group and investment chain
Diversified business groups · holding companies · core investment companies · family offices · private equity and venture
capital firms · portfolio and group companies · acquisition platforms and shared-services centres.

The rules that drive your security calendar
Instrument Key cybersecurity expectations

Companies Act · SEBI LODR (2013–2023) Board risk duties, risk committees, cyber disclosure

SEBI CSCRF · PIT · RBI CIC rules (2015–2025) Fund managers, deal data, group risk committees

CERT-In · DPDP Act (2022–2027) 6-hour reporting, logs, audits, group data
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C O N G L O M E R AT E S ,  H O L D I N G  C O M PA N I E S  &  I N V E S T M E N T
G R O U P S  C Y B E R S E C U R I T Y

Protect every entity and
every deal.
Group cyber governance, M&A due diligence, shared SOC,
portfolio assessments and Board reporting for business groups,
holding companies, CICs, family offices and PE and VC firms.



W H AT  W E  D O

Governance, diligence, SOC, portfolio and Board reporting

Group Cyber Governance
Group standard, maturity scoring
and roles for every entity.

M&A Due Diligence
Pre-signing diligence, compromise
checks and integration plans.

Shared SOC
24x7 monitoring across holdco,
group and portfolio companies.

Portfolio Assessments
Baselines at entry, annual
benchmarks and exit readiness.

Identity & Payment Integrity
Shared directories, vendor access,
treasury and BEC controls.

Board Reporting & Readiness
Dashboards, crisis exercises,
insurance and forensics.

Choose your starting point

Foundation Assurance Continuous Resilience

Why Codec Networks

CERT-In empanelled
for information security auditing services, and
empanelled with NICSI for application audit services.

Certified
ISO 9001:2015, ISO/IEC 27001:2022 and ISO/IEC
20000-1:2018.

Regulation-mapped
Every finding mapped to the Companies Act 2013
Board and risk duties, SEBI's LODR Regulations 21
and 27(2)(ba), the SEBI PIT Regulations, SEBI's
CSCRF for fund and portfolio managers, RBI's
directions for core investment companies, CERT-In's
Directions and audit guidelines, the IT Act, the DPDP
Act and your transaction documents, lender
covenants and insurance policies.

One connected partner
Testing, audits, SOC, forensics and privacy linked
from finding to closure.

Book a scoping session
Share your group structure, shared services, deals,
portfolio, payment flows and obligations. We will propose
a practical governance, testing and monitoring plan for
your group.

New Delhi: 507, 5th Floor, New Delhi House,
Barakhamba Road, Connaught Place – 110001
Gurugram: 707, 7th Floor, Silverton Tower, Golf Course
Extension Road, Sector 50 – 122018
Call: 011 430 496 96 · +91 99716 76124 · +91 88007
88220
Email: mktg@codecnetworks.com ·
www.codecnetworks.com

Regulatory references reflect public instruments as of October 2026; applicability depends on each entity's licence, category and activities. Services
support risk reduction and assurance and do not guarantee prevention of all incidents or regulatory compliance. Sources: UK Cyber Monitoring
Centre (October 2025), Verizon and Yahoo announcement (February 2017), IBM Cost of a Data Breach Report 2025, CERT-In Directions (2022).
Confirm obligations against the official instruments.

Treasury and payment control
review, deepfake and BEC
awareness, investee cyber baseline,
IR retainer. For family offices and VC
funds.

M&A cyber due diligence,
compromise assessment before
close, portfolio maturity scoring,
portfolio SOC. For PE funds and
acquisition platforms.

Group cyber standard and scoring,
shared directory and cloud review,
CERT-In empanelled audits, shared
SOC. For diversified groups and
holdcos.
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